
Bank of America POC Overview and Details 

 

Phase 1 requirements were to provision a Compute Services image for the third party Volante engine 

and have a PaaS enviornment with 12cpus available for the databases and SOA / MFT clusters. 

Gordon Crump obtained a Compute Service Trial account: 

Identity Domain:  usvolanteb96255 

un / passwd:  <Gordon can assign new users to the account> 

A compute VM was created for Volante. A 100GB disk partition was also added to this VM. 

 

Volante installed their financial conversion engine and a Weblogic domain to host the Web Service end 

point used by the SOA composite to call into the engine. The URL is: 

http://129.144.54.63:8080/volante-transformation/transformation 
 
The 12cpu PaaS GSE account was allocated: 
Identify Domain:  metcsgse000742 
Current un/passwd:  cloud.admin / AeONiAN@4DeaN 
 
Four VMs are allocated, one each for the SOA/MFT DB and Volante DB (High Performance): 

 

http://129.144.54.63:8080/volante-transformation/transformation


 

 

For the middle tier SOA and MFT clusters were created: 

 

 

 



SOA 

 

MFT 

 

All of the VMs were created using a 

public key: 

ssh-rsa 
AAAAB3NzaC1yc2EAAAABIwAAAIEAlXu+D4Qfb51AC6c8lXTg20vcqsW3hrQxD36w5S/ZOY2TuiArvvLflRpVzdfPR4lIM
wpgrfybl8Z7tkBqfyb0e2Xi5EeyYxrvu3rR6LQ1L/AMCMXKVZn85sS1DB16UbN9q1+4DD8iyBP7Ce6Q/rBQsVIe6UWMyf
r7DL6TTXgfzB8= oracle@oraclelinux6.localdomain 

 

The private key used to ssh into these images: 
 
-----BEGIN RSA PRIVATE KEY----- 
MIICWQIBAAKBgQCVe74PhB9vnUALpzyVdODbS9yqxbeGtDEPfrDlL9k5jZO6ICu+ 
8t+VGlXN189HiUgzCmCt/JuXxnu2QGp/JvR7ZeLkR7JjGu+7etHotDUv8AwIxcpV 
mfzmxLUMHXpRs32rX7gMPyLIE/sJ7pD+sFCxUh7pRYzJ+vsMvpNNeB/MHwIBIwKB 
gC77ATgTlNnvl8kl7ngdaz2bf93mXkBHQp54Rjlmzz35S6+GdCYR0T19TirAKzO9 
bnZw+dBIE6S6uSqmh97Ruoyzr9j8NDmmxEAJhpTV4jyq/xjfbF/q5GdDhGbtvl0j 
+s3I6WFi3ARr8DlSAWx+E8ZmQHRHpPQsFMDB2y/mztmbAkEAxGzxEuxr1ft4UsbG 
LcUenzQT2ZhOayLvuedguI47y1MVSSzkKsPtCcNECKD7p6/EDXcytcJeNyim0B3U 
mHDvNwJBAMLSEkDZ+gPJpfJ2Ma9aZ43a1FPZMxTr9Es/qbZIkHWve66NT04ub+FS 
smylqdSQjUUgcyAx7n1h0hFHseoFblkCQAs5bNyCidG2mSlNL+VbuJtiD8NKiCNh 
FQNPDNdYlbPY3KUYghESgpLX9UJSV4XsyV/a7PRxgboCUqzOgS1ISC8CQELLrnyi 
gZrmDQKsLkq/6P1vmUFRyF7x0BnMrzcu0nF9/oT9P8MIm2MyS816oKCmltXfPWof 
v3tx/uFaaOKFhOsCQG97dZUuafzM+q2sj7jikSUG554d0LNnJQZRgZ6zq7BAqw0k 
UoZgN3KlqBniEV0qvYY7gO7SosApBCIIReBdqSc= 
-----END RSA PRIVATE KEY----- 

mailto:oracle@oraclelinux6.localdomain


Architechture and Design 
 

To accommodate sFTP transfers into the MFT server, DB connections from the Volante engine in the 
Compute Service to the Volante PaaS DB, SOA DB connections and JDeveloper access/deployments 
the following ports have been opened in the PaaS account: 
 
sFTP: 7522 (on MFT managed server) 
 
DB: 1521 (on Volante and SOA DB instances) 
 
JDeveloper: 9001, 8001-8003* (on both the MFT and SOA instances for direct access from JDev).  
  
*NOTE: Port 8003 was added as a t3 protocol-->channel on the MFT and SOA Managed Servers. 
   9001 is opened to the Admin servers while 8001-8003 is opened to the Managed Servers. 

 
MFT 
 MFT has been configured to support an embedded sFTP Server on port 7522. 
 

 
 

 There are three Transfers, three Sources and four Targets: 
 

 
 
 
 
 
 
 

 



Transfers: 
 bofaMFTin: (specifies input directory for incoming XML (*.xml) payloads) 
      Uses: 
           sFTPin (source), SOA_ProcessFile (target - SOA composite - MFTin) 
  
 bofaMFTinTXT: (specifies input directory for incoming Text (*.txt) payloads) 
      Uses: 
           sFTPinTXT (source), SOA_ProcessFileTXT (target - SOA composite - MFTin) 
  
 FromSOA_BankTransfer: (source that gets "called back" from SOA composite 
                     with results of transformation or pass-through) 
      Uses: 
           BankSend (writes “results” payload "encrypted" to local file system) 
           BankSend_ClearTXT (writes “results” payload "as is" to local file system)  
 

 

POC Phase I Use Cases: 
 

1) A XML document (provided to us by Oracle Treasury) gets transferred via sFTP to MFT. MFT 
forwards the document inline to a SOA composite which processes and sends the contents to 
the Volante engine. This document is already in a proper ISO format so no transformation is 
required. Volante does business rules checking on it and returns as a "PASS-THROUGH" payload. 
SOA process calls back to MFT which writes the payload out in "clear text" and "encrypted" files: 
 

sFTP: 

 
 
 
 
 
 
 
 



MFT Flow: 

 
 
SOA composite: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Results from Volante: 

 
 
Callback to MFT with payload which get written to files: 

 

 
 
 
 
 
 



2) Same flow as use case #1 but in this case a TXT document (provided by Oracle Treasury) gets 
transferred via sFTP to MFT. MFT forwards the document inline to the SOA composite (MFTin) 
which processes and sends the contents to the Volante engine. This document is NOT in a 
proper ISO format so transformation is required. Volante does business rules checking on it and 
returns a "TRANSFORMATION" payload. SOA process calls back to MFT which writes the 
payload out in "clear text" and "encrypted" files: 

 
sFTP: 

 
 
Payload coming into SOA process: 

 
 



Volante Transformation: 

 
 
 
Portion of "Transformed" output file written: 

 
 
 
 
 
 
 
 



3) In this use case a TXT document with incorrect IBAN codes gets transferred via sFTP to MFT. 
MFT forwards the document inline to the SOA composite (MFTin) which processes and sends 
the contents to the Volante engine. This document is flagged with an ERROR. The error flow 
creates an Incident in Oracle Service Cloud and attaches the payload with the creation along 
with other details. An email notification is sent to benedwards1922@gmail.com. The end user 
can now go into the Oracle Service Cloud client application, do a search on the new incident and 
see the details: 

 
MFT flow: 

 
 
Volante engine return an error: 
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An Incident is created in Oracle Service Cloud with details: (using the BPEL RightNow Adapter. 
NOTE: A user account and interface has already been created on the Service Cloud side so this can 
occur. The attached incident file is base64 encoded (required by OSC)). 

 
 
Incident shows up in Service Cloud user’s personal alerts (in this case incident # 160519-000001): 

 
 
 



Using the Service Cloud client application we can search on the Incident ID and see details of the 
error: 

 
 

 
 
 
 
 
 
 
 
 
 
 
 



Clicking on the Details tab shows the payload as a file attachment: 

 
 
Clicking the Open link shows the docment with a local text editor (Wordpad in this case…): 

 



An Email notification (uses Matt Orsie’s Google mail account and Google’s SMTP server). Email 
gets sent to benedwards1922@gmail.com 
 
Certificates for the smtp.gmail.com and the RightNow servers were obtained and stored in the 
DemoTrust.jks key stores used by the SOA Admin and Managed servers. The SMTP certificate for 
Google needs to be retreived and reloaded into the key store every two weeks for some reason. 
I’ve also placed the cert for Yahoo SMTP into the key store in case we’d want to use that instead 
in future testing: 

 

mailto:benedwards1922@gmail.com

